ﬁ FILECLOUD

Enterprise File Sharing
and Sync Requirements
are Complex and
Evolving ...

We Offer the Right
Solution for Your
Enterprise Needs!




ENTERPRISE FILE SHARING, SYNC AND
COLLABORATION IS CRITICAL TO YOUR BUSINESS

(]

Workplace has
become truly digital

Growth in Mobile
workforce and BYOD

AAA
Business success depends
on knowledge sharing
across and beyond
organization
High degree of collaboration

Anywhere access to
organization knowledge

-

Need to balance privacy,
data protection and
operational risk

www.getfilecloud.com
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YOUR ORGANIZATION NEEDS MORE THAN CONSUMER
APPS (DROPBOX, ONEDRIVE, GOOGLE DRIVE)

Data Leak Controls < Ransomware Customization Expensive
Admin tools

« How do you
ensure your
employee
don’t mix their
personal and
enterprise data
when using
Dropbox or
OneDrive?

www.getfilecloud.com

« Do you know

where your
data is stored
by Dropbox or
OneDrive? Do
they allow you
to use your
encryption
key?

« Do you know

91% of the
ransomware
are instantiated
via email spoof
based on
popular
consumer

apps?

« Do you prefer
your logo and
branding or
Dropbox's
when sharing
files outside?

* Are you paying
for partners/
external users
whom you
collaborate?
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WE OFFER COMPLETE ENTERPRISE FILE
SHARING AND SYNC SOLUTION

) Remote Access

{ File Sharing &
Collaboration

Admin tools & Control

v Security

-{E} Customization

www.getfilecloud.com

() FileCloud Sync

= FileCloud Drive

D Mobile Apps

mm Office 365 Integration

@ File locking

B Team folders

O% Full text search

< »

-9+ Remote access to network folders

|'_,F:> Advanced file sharing

Granular Folder/Sub Folder Permissions

v Ransomware protection

‘AD““ Audit

L~ Reports and Analytics

x Client management

X Mass deployment support
€ compliance - GDPR, HIPAA, FINRA

Branch Office synchronization

High availability setup

Q'ﬁ‘ Workflow automation
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REMOTE ACCESS AND SYNC

Securely access your enterprise data from
anywhere using any device — without a VPN.

We offer multiple ways to access your
organization’s files securely via

ecurity

VVVVVVV

FileCloud Talking Points.pptx

B_‘ FileCloud_Security_FAQ.pdf

Browser add-ons

www.getfilecloud.com ﬁ FILECLOUD



SYNC YOUR FILES ON ALL YOUR COMPUTERS

i@ FiLEcLOUD
The sync app is the most advanced sync software

that can run on Windows, Mac or Linux and
securely synchronizes data across OS. ﬁ

www.getfilecloud.com ﬁ FILECLOUD



DRIVE - MOUNT CLOUD SPACE AS A LOCAL DISK

Auto magically makes your remote files
available as if they were stored in the
local drive

« Access remote files

* Easy to use - look and feel
same as local files

* Limit offline copies

* Save hard disk space

www.getfilecloud.com ﬁ FILECLOUD



SECURE FILE SHARING

GRANULAR SHARING OPTIONS

Manage Share for file - Tonido_Case_Study .docx

Share URL

Share Options Share Permissions

Shared File/Folder ® Allow Everyone
/demo/Tonido_Case_St = & Update

Share Name Guest CGroup
8xkjS6j1fj3NJTOr
Add Guest
Expires (Optional)

* Never Expires Expires Guest

Restrict Downloads (Optional)
® No Restrictions Restrict to

Email File Change Notifications
* Yes No

www.getfilecloud.com

https:// demo.codelathe.com/url/ig05wlox1mgqg

Allow Selected Users/Groups

Share permitted for all.

Limit number of
downloads for a
shared file

Automatically
expire a share

Allow anonymous
file uploads
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INTEGRATION WITH MICROSOFT OFFICE AND OUTLOOK

» Open, edit and save any Microsoft
Office files right from your browser

* Our Outlook add-on, you can
automatically upload attachments and
email them as a link

* Using our Office add-ons, you can
open, edit, save files to a remote
server or the cloud directly from
Microsoft Word, Excel and PowerPoint

www.getfilecloud.com ﬁ FILECLOUD



‘FREE’ UNLIMITED CLIENT / PARTNER ACCOUNTS

« Why pay full price (license fee) for
light users? We offer free’ accounts
for your clients and partners

- Simplified file sharing - vendors and
partners can access all their shared
files in one place

* Provides complete audit trail of who
accessed what and when.

www.getfilecloud.com ﬁ FILECLOUD



TEAM FOLDERS

 Team Folders are common folders where
teams can store files for collaboration

* Once a Team Folder is shared with a team, the
folder is instantly available to all members of
the team

* Versatile, granular folder permissions to mimic
any kind of file share, and permissions
hierarchy

+ Allows organizations to manage access
permissions at any folder and subfolder level.

www.getfilecloud.com ﬁ FILECLOUD



POWERFUL ADMIN TOOLS - CONTROL

Data Leak Prevention

If one of your users lost a mobile device, your
administrator can block and remotely wipe the
enterprise data off that device, protecting
confidential files. | e 1l

ot System Summary 1 Month 6 Months L Refresh

Analytics & Reports

Built-in ‘business intelligence layer’ - provides . .
insights e.g. usage trends, access by geo, @ o,
storage usage and content mix etc.

@ Recent Access Locations x [P File Type Distribution Refresh

Settings & Workflows .
Custom workflows, policies, and settings to
control and manage every aspect of the user
experience.

www.getfilecloud.com ﬁ FILECLOUD



POWERFUL ADMIN TOOLS - MONITOR

* Manage Devices - Shows detailed
inventory of connected devices (PCs,
Smartphones and Tablets) for every user.
Administrators can block, remote wipe or
send messages to connected devices.

* Manage User Files - admins can copy or
move files from one user to another user

* Manage File Shares - administrators can
monitor and change permissions or
remove file share settings created by
users to prevent data leak

www.getfilecloud.com ﬁ FILECLOUD



UNPARALLELED BRANDING OPTIONS

@ YOUR
LOGO HERE

Customize Everything - You can customize e

 lLogos
«  Domain (run on your url)
« Background image of the login page

with company products, favorite
landmark etc.

@&filecloud

d

Customize any element of the user
interface using custom CSS to give a
cohesive experience

www.getfilecloud.com ﬁ FILECLOUD



SECURITY

* Data leak prevention

Manage Share for file - Tonido_Case_Study .docx

. . .. Share URL https:// demo.codelathe.com/url/ig05wlox1mgq

* Easy-to-configure security policies : o
Share Options Share Permissions
Shared File/Folder @® Allow Everyone

) Sec u r‘lty /demo/Tonido_Case_St = & Update 0 Allow Selected Users/Groups
Share Name Guest Group

8xkjS6j1fj3NJTOr
. . Add Cuest
« Two-Factor Authentication (2FA) o ek Bt it YT

Viownload

* Encryption - modern encryption (AES
256-bit) methods and industry standards
to transfer (SSL/TLS secure tunnel)

x Close

* Anti-virus

www.getfilecloud.com ﬁ FILECLOUD



RANSOMWARE PROTECTION

Offers an industry-first heuristic engine to FILECLOUD BREACH INTERCERT
detect ransomware.

Cyberdefense via
customization

Our heuristic engine detects any suspicious o
activity and stops the upload and sends an folder access
alert to the administrator.

Realtime content/behavior
heuristic engine

Email spoofing is the primary delivery

method for malware. You can customize il e g
email templates, unlike Dropbox and other
public SaaS products. @ FiLEcLoud

www.getfilecloud.com ﬁ FILECLOUD



ENDPOINT BACKUP

Backup and restore across all platforms (Win,
Mac, Linux) and devices (Desktops and
Smartphones).

Additional Features
* Automatically backup media files from iOS
and Android devices to remote server or the

cloud
[ * Recycle bin allows deleted files and folders
LG = — to be recovered

« Unlimited File Versioning
« Automatically stores versions files as they
change. Easy to retrieve previous versions

www.getfilecloud.com ﬁ FILECLOUD



WINDOWS FILE SERVERS

o .

el

PERMISSIONS

Convert your Windows file
servers to a powerful
enterprise file-sharing, sync,
and mobile access platform

www.getfilecloud.com

HYBRID CLOUD

WINDOWS FILE SERVERS

HiE R
T

PERMISSIONS
(NTFS)

FILECLOUD SERVERSYNC

FIREWALL 1
(T T T T T T T T T 1} [T T T T 1T T T T 11
-----------------------
[T T T T 1T T T T 111 [ T T T T T T T T 11}
------------ | -
HEADQUARTERS
WINDOWS FILE SERVERS
8

FILES PERMISSIONS
(NTFS)

WINDOWS FILE SERVERS

= [ W —

FILES S— PERMISSIONS

* Keep your data on your

existing file servers

* Keep your existing NTFS

permissions

* Fast Local Access
* Synchronizes Permissions
* Flexibility of Hybrid Cloud
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